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Abstract 


The aim of this study was to determine the prevalence of cyberstalking victimization, characteristics of victims 
and offenders, and the impact of cyberstalking on the victims’ well-being and mental health. An online survey of 
6,379 participants was carried out, involving users of the German social network StudiVZ. Subjective mental 
health status was assessed with the WHO-5 well-being index. The prevalence of cyberstalking was estimated at 
6.3%. In various aspects, cyberstalking was comparable to offline stalking: cyberstalking occurred most often in 
the context of ex-partner relationships; most of the victims were female and the majority of the perpetrators were 
male. Compared to non-victims, victims of cyberstalking scored significantly poorer on the WHO-5 well-being 
index. The prevalence of cyberstalking is considerable. However, if stringent definition criteria comparable to 
those of offline stalking are applied, it is not a mass phenomenon. The negative impact of cyberstalking on the 
victims’ well-being appears similar to that of offline stalking. Hence, cyberstalking should be taken as seriously 
as Offline variants of stalking by legal authorities and victim assistance professionals. 


Introduction general. However, definitions of (offline) stalking typically 
include unwanted and repetitive behaviors which are per- 
HE INTERNET HAS SUBSTANTIALLY altered communication ceived as intrusive, frightening, threatening, or harassing. "7 
by opening up new ways to access information about and Specifically, the majority of antistalking legislation requires 
make contact with other individuals. Conversely, communi- the perpetrator’s behaviors to cause a reasonable person 
cation technologies provide novel oppportunities to monitor, fear.!” Whether cyberstalking is more prevalent than stalking, 
pursue, or harass other people. Examples include harassment as some authors assumed,” can only be clarified if compa- 
via e-mail, instant messenger, chatrooms, message boards, rable definition criteria for cyberstalking and (offline) stalking 
unwanted and repeated contact via social networking sites,’ are applied, which is an objective of this study. 
as well as identity fraud or electronic sabotage such as Another unanswered question is whether cyberstalking 
spamming or computer hacking.’ The repeated pursuit ofan should be regarded as one of many variants of stalking, or if it 
individual using electronic or Internet-capable devices has represents a distinct phenomenon. Some studies found con- 
been referred to as “cyberstalking.”* siderable differences between (offline) stalking and cyber- 
Whereas stalking research has evolved over the past two stalking; for example, a higher frequency of male victims of 
decades, research on cyberstalking is still sparse. The few  cyberstalking compared to offline stalking” or strangers as the 
estimates of cyberstalking victimization vary considerably most frequent type of perpetrators in cyberstalking but not in 
across studies, ranging from 3.7% > to 82%.° These variations offline stalking.*"' These results suggest that online envi- 
are primarily due to different definitions of the phenomenon. ronments may attract perpetrators who would not harass 
Studies that are based on broad inclusion criteria found other individuals outside the virtual world. On the other 
prevalence rates for cyberstalking of approximately one third hand, there is evidence that communication technology is 
to almost half of the sample.”*°* Using a more restrictive frequently used by both females and males to monitor inti- 
definition of cyberstalking—for example, including a partic- mate partners’? and that online social networking sites like 
ular duration or quality of the unwanted contacts—far lower Facebook facilitate relational intrusion-like behaviors." Si- 
prevalence rates of 6%,? 9%, and 10-15%"! were found. milarly, some studies report ex-partners as the most frequent 
The latter estimates are comparable to those reported for category of cyberstalkers,’°”” comparable to (offline) stalk- 
population-based studies of (offline) stalking. 16 Incon- ing. Sheridan and Grant (2007)? found cyberstalking to be 
sistent definitions pose a problem on stalking research in adjunct to or indistinguishable from offline stalking in many 
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characteristics. Furthermore, cyberstalking behavior is re- 
ported in one of four stalking cases.’ There is also evidence for 
an overlap between online and offline harassment in adoles- 
cents, with cyber technology providing new tools for youth 
who already engage in aggressive behaviors”! or cyberstalkers 
being often (former) offline friends or acquaintances.” 

Research on (offline) stalking showed detrimental conse- 
quences for the victims’ well-being, social life, and mental 
health.” °° One study indicates that the extent of physical, 
emotional, and social consequences did not significantly dif- 
fer between stalking victims with differing degree of cyber- 
involvement.’ However, this result stems from a sample of 
self-referred stalking victims; no study has yet compared the 
well-being of cyberstalking victims and non-victims within 
one sample. Furthermore, the health status of cyberstalking 
victims has not been assessed to date by means of a stan- 
dardized measure. 

The aims of this study are, first, to estimate the prevalence 
of cyberstalking. In particular, we hypothesize: 


H1: By applying definition criteria analogous to those for 
offline stalking, prevalence estimates for cyberstalking are 
comparable to those of offline stalking. 


Second, we aim to investigate characteristics of cyberstalk- 
ing, specifically methods of cyberstalking, duration, and fre- 
quency, as well as characteristics of victims and offenders. 
Third, we aim to study the psychosocial impact of cyber- 
stalking from the victims’ point of view and the mental well- 
being of victims and non-victims. Specifically, we hypothesize: 


H2: Victims of cyberstalking show a poorer well-being than 
non-victims. 


To our knowledge, this is the first study that directly com- 
pares the well-being of cyberstalking victims and non-victims. 


Methods 
Procedure 


Since Internet use is a prerequisite to become a victim of 
cyberstalking, our study sample comprised only Internet users. 
As stalking is an interpersonal phenomenon,” a sample of in- 
dividuals using social networking sites was recruited. To avoid 
nonprobability sampling, we chose all members of a popular 
German social network—StudiVZ—as potential participants. 
StudiVZ was founded in 2005 as an online community for 
students, and was extended to pupils (“schuelerVZ”) and In- 
ternet users without academic background (“meinVZ”). Stu- 
diVZ had 16 million members in 2011 and operates solely in 
German. With 27% registered members among all German 
Internet users, the VZplatforms are the second most popular 
social network in 2011.” For 24 hours, a teaser from the net- 
work operator inviting users to participate in the survey and a 
link to the questionnaire were presented to every StudiVZ user 
when logging into their account. 


Participants 


Of the approximately 45,000 clicks registered on the link to 
the online questionnaire, 6,379 resulted in complete responses, 
corresponding to a response rate of about 14%. Missing values 
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were not an issue, as all data entry fields were compulsory 
(except for text field data). The sample was 42% female, with a 
mean age of 24.4 years. Of these, 75% had a higher level of 
education (similar to high school degree) with 50% of partici- 
pants attending school or university, 38.3% employed, and 
11.4% unemployed. The majority (59.6%) were single, with 
40.4% in a permanent relationship. For reasons of data pro- 
tection, StudiVZ provided only gender and mean age of their 
members: 48% of all StudiVZ members are female with a mean 
age of 24.4 years. Thus, our sample is representative of the 
population of StudiVZ members in terms of gender and age. 


Measures and analytical strategy 


The survey comprised the following parts: (a) study infor- 
mation and informed consent; (b) sociodemographic, Internet 
use, and well-being data, which were assessed in all participants; 
(c) filter questions to screen for cyberstalking victimization; and 
(d) questions on methods, duration, frequency, and conse- 
quences of cyberstalking, which was only presented to partici- 
pants who were screened as potential victims under (c). The 
filter questions were “Have you ever experienced that someone: 
(a) repeatedly contacted you personally via the Internet (e.g., by 
e-mail, in forums, or chatrooms) although you did not want it; 
and/or (b) used the Internet in any way in order to harass you, 
insult you, and/or spread rumors/lies about you?” The ques- 
tions were adopted from the questionnaire that had been de- 
veloped for the first German population-based study on 
stalking.” Questions about cyberstalking behaviors were for- 
mulated after reviewing the literature and are shown in Table 3. 

Analogous to the definition criteria in the population- 
based study of stalking in Germany,” cyberstalking was as- 
sumed if (a) at least one of the filter questions was answered 
with “yes” (i.e., repeated unwanted contact via the Internet 
and/or online harassment, insult, spreading lies); (b) the 
duration for the cyber pursuit/harassment was a minimum 
of 2 weeks; and (c) the cyber pursuit/ harassment caused fear. 
The latter two criteria were assessed by two forced-choice 
questions that were taken literally from the population-based 
survey”: “How long did or do the unwanted contacts/the 
harassment last?” (from “less than two weeks” to “longer 
than one year”) and “Did or do the unwanted contacts/the 
harassment cause you fear?” (“yes” vs. “no”). 

All study participants—independent of whether or not 
they were victimized by cyberstalking—answered the WHO- 
5 Well-Being Index.’ This questionnaire assesses the current 
mental well-being within the past 2 weeks with five six-step 
items (range 0-5), has sound psychometric qualities, and is a 
well-established screening instrument for depression.*! The 
items are summed (range 0-25), with high scores indicating 
good well-being and low scores poor well-being. A score of 
<13 indicates impaired mental well-being.*” 

Descriptive statistics were used to determine the prevalence 
estimate of cyberstalking (first research question) and to de- 
scribe characteristics of cyberstalking (second research ques- 
tion). Chi-square tests and t tests were used to test for 
differences in sociodemographic variables between victims 
and non-victims. A 2x2 analysis of variance (ANOVA) with 
the factors “cyberstalking” and “gender” was used to compare 
the mental well-being (WHO-5 mean score) of victims and 
non-victims (third research question). Data were analyzed 
with the statistics program SPSS v17.0 for Windows. 
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TABLE 1. PREVALENCE OF CYBERSTALKING DEPENDING 
ON DEFINITION CRITERIA 





Criterion 1: Criterion 2: Criterion 3: 








Unwanted Internet Duration Harassment 
contacts/harassment >2 weeks provoked fear n (%) 

© 2,768 (43.4) 
(J 1,217 (19.1) 
(J © 536 (8.4) 
® (J e 399 (6.3) 
Results 


Prevalence of cyberstalking 


The prevalence rates of cyberstalking depend upon the 
definition criteria (see Table 1). More than 40% of the par- 
ticipants stated that they have experienced online harassment 
at least once in their lifetime. However, adding the other two 
criteria—duration >2 weeks and harassment causing fear— 
the prevalence estimate strongly decreased down to 6.3%. 

Cyberstalking victims differed significantly from non- 
victims with respect to sociodemographic data (Table 2). 
Among cyberstalking victims, there were significantly more 
females, more persons with fewer than 12 years of education, 
more unemployed persons, and fewer singles than in the 
group of non-victims. There were no significant differences 
with regard to age or nationality. 


Duration, intensity, and methods of cyberstalking 


A total of 32% of victims reported that cyberstalking per- 
sisted for up to 1 month. Among them, 45.1% indicated that 
cyberstalking persisted for up to 1 year, and 22.8% were 
harassed for more than 1 year. Twenty-seven percent of the 
victims reported having been stalked several times daily; 
20.6% were contacted daily by their cyberstalker, 30.1% sev- 
eral times a week, 10.8% several times a month, and 11.5% 
only occasionally. The cyberstalking methods were as mani- 
fold as the possibilities the Internet opens up. Table 3 shows 
the cyberstalking behaviors that were listed in the survey, in 
descending order of frequency. 


Relationship between perpetrator and victim, 
and possible motives for cyberstalking 


Victims reported data of the perpetrators as far as these 
were known to them. Of the perpetrators, 69.4% were male, 
28.1% female, and for 2.5% the sex was unknown. With re- 
gard to the relationship between perpetrator and victim, the 
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most frequently reported category was “other person.” In 
about 10% of the cases, though, the acquaintanceship was 
solely Internet-based, while in all other cases, offline contacts 
occurred. Almost 35% of the cases involved so-called ex- 
partner-stalking, respectively stalking by a former partner of 
one’s new partner. In 28.5% of the cases, the cyberstalker was 
a (former) friend or acquaintance. Figure 1 depicts the dif- 
ferent types of perpetrator—victim relationship. 

In addition, the presumed motivation of the perpetrator 
from the victim’s point of view was assessed (multiple entries 
were allowed). In most cases, the motive was seen as a result 
of either a real rebuff or behavior that was interpreted as such, 
or as an injury or insult by the victim (61.9%). Jealousy was 
assumed by 54.9% of the victims, and 49.4% presumed that 
the cyberstalker wanted to initiate a love relationship. Re- 
venge was the assumed motive in 39.8% of cases. Other 
motives included “the stalker saw something in me or 
imagined me to be someone I am not” (34.3%), “the stalker 
wanted to refresh a relationship” (31.1%), or “the stalker 
wanted to initiate a friendship” (23.3 %). In 13% of cases, the 
victims could not identify any motive for the cyberstalking 
behavior. 


Transitions from online to offline stalking 


Many victims reported transitions from cyberstalking to 
offline stalking or the reverse, respectively the simultaneous 
occurrence of both methods. Only one fourth of the cases 
classified as cyberstalking (25.8%) experienced purely cy- 
berstalking. Forty-two percent reported a simultaneous onset 
of cyberstalking and offline stalking. In 16.5% of cases, cy- 
berstalking was followed by methods of offline stalking, and 
in 15.8% of the cases, methods of offline stalking were used 
first, with cyberstalking setting in later. Victims of cyber- 
stalking were also confronted by violent attacks. Twelve 
percent of victims reported having been grabbed or held 
down by the perpetrator, 8.8% reported having been hit 
with the hand, and 3.8% reported having been attacked with 
objects. 


Impact of cyberstalking on the victims 


Victims were presented a list of psychosomatic and psycho- 
social problems, and were asked if they had suffered from any 
of them as a consequence of cyberstalking (see Fig. 2). Only 
2.5% reported that cyberstalking did not have any negative 
consequences. More than half of the victims reported feel- 
ings of anger and aggression as well as of helplessness, two 
thirds reported sleep disturbances and distrust toward other 
people, and almost 80% reported a feeling of inner unrest. 


TABLE 2. COMPARISON OF SOCIODEMOGRAPHIC INFORMATION OF VICTIMS AND NON-VICTIMS 
BY MEANS OF CHI-SQUARE AND T TESTS 








Non-victim n (%) Victim n (%) X / t value Relative risk p (two-tailed) 

n 5,980 399 = = 

Sex:Female 2,367 (39.6) 321 (80.5) 256.24 6.282 0.000 
Average Age: SD 24.4 (5.5) 24.6 (5.0) —0.84 — 0.398 
Nationality: Other than German 96 (1.6) 8 (2.0) 0.37 1.254 0.542 
Years of education: Fewer than 12 1,460 (24.4) 128 (32.1) 11.76 1.462 0.001 
Employment: Not employed 662 (11.1) 65 (16.3) 10.09 1.563 0.001 
Status of relationship: Single 3,587 (60.0) 216 (54.1) 5.31 0.787 0.021 
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TABLE 3. METHODS OF CYBERSTALKING (MULTIPLE ANSWERS POSSIBLE) 





Frequency in % 





Sent me personal messages (e.g., e-mails) 


Contacted other people via the Internet in order to defame me, gather information about me, etc. 
Posted messages to me and made them visible to other users (e.g., forum, chat) 


Spread falsehoods about me over the net 


Damaged my reputation by spreading falsehoods (e.g., in e-mails to others, chatrooms, or on a homepage) 


Published my personal data on the net against my will 
Falsely accused me of harassing him/her 


Used the net to induce other persons to contact me (“stalking by proxy”) 
Published messages under my name (e.g., formulate malicious comments in my name) 


Published genuine private/intimate images/videos 
Published forged embarrassing images of me 


Downloaded data from my computer without my knowledge/used my PC to download data without 


my knowledge 
Sent me viruses /Trojans 
Placed orders/made purchases in my name 
Published my image(s)/data on porno Web sites 
Used my PC to download files from the Internet 
Used my login data to perform online banking 
Other 





Sixteen percent of cyberstalking victims reported that they 
referred themselves into professional counseling or therapy 
because of the negative impact of cyberstalking. 

The WHO-5 Well-Being Index*? was used to assess men- 
tal well-being in victims and non-victims. A 2x2 ANOVA 
with the factors “cyberstalking” and “gender” showed a 
highly significant main effect of cyberstalking on the WHO-5 
total score, F(1, 6,375) =43.8, p<0.001. Victims of cyberstalk- 
ing showed a poorer mental well-being with a mean score 
of 11.47 (SD=5.18), compared to a mean score of 13.38 
(SD =4.94) in the group of non-victims, resulting in an effect 


Other person 


Ex-Partner (male/female) 


Acquaintance (male/female) 


Friend (male/female) 


FIG. 1. Relationship be- 
tween perpetrator and victim, 
if known. 


Ex-Partner (male/female) of Partner 


(male/female) 


Family member 


Distant relative 


Fellow student (male/female)/Work 
colleague (male/female) 


size of d=0.39 (using pooled standard deviation). The 
gender of the victim had no significant main effect on the 
WHO-5 score, F(1, 6,375)=0.9, n.s.). There was also no 
significant interaction effect of sex and cyberstalking vic- 
timization, F(1, 6,375) =1.9, n.s., meaning that the negative 
effect of cyberstalking on the victims’ mental well-being 
was comparable for men and women. There was no differ- 
ence in the WHO-5 sum score between victims of cyber- 
stalking only (M=11.61, SD=5.37) and victims who were 
also harassed offline (M=11.43, SD=5.11, t(397)= —0.314, 
p=0.754). 
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feelings of inner unrest 
mistrust towards other people 
sleep disorders 


feelings of helplessness 


anger/ agression 


reticence towards unknown people 


concentration problems 


nervous stomach 


headaches 


loss of control 


social withdrawal 


depression 


afraid to enter new relationship E 32,6% 
panic attacks 
E 22,3% 
m25% 


E 3,3% 


partnership problems 
none 


other 











ss 55,4% 
Es 54,9% 
es 496° 
SS 48, 1% 
a 44,17 
EES 388% 
EES 34.6% 
DSS 34.6% 
EES 346% 


FIG. 2. Frequency of psy- 
chosomatic, psychological, 
and social consequences of 
cyberstalking. 
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Discussion 


The present study investigated the prevalence of cyber- 
stalking, typical features of the victims and the perpetrators, 
as well as the potential negative impact of cyberstalking in 
members of the social network StudiVZ. 

If all individuals who stated unwanted contacts/ 
harassment via the Internet were included, cyberstalking 
would apply to almost half of our sample. However, by 
using definition criteria comparable to those applied in the 
first population-based study on stalking in Germany,'” the 
prevalence rate for cyberstalking was estimated at 6.3%, which 
is similar to the prevalence estimate for (offline) stalking in 
Germany.'* This result supports our first hypothesis. Con- 
sidering the large (and still growing) number of Internet users, 
cyberstalking can indeed be termed a frequent phenomenon. 
At the same time, our result shows that cyberstalking does 
not represent a mass phenomenon, as suggested by some 
studies?“ if definition criteria analogous to those of offline 
stalking are applied. Our prevalence estimate of cyberstalking 
also corresponds to the prevalence rates of other studies with 
rather restrictive definition criteria.” '’”” In our opinion, not 
every unwanted contact via the Internet should be classified as 
cyberstalking. Instead, we suggest that future studies define 
cyberstalking based on acknowledged definition criteria for 
offline stalking.” As most legal definitions require the per- 
petrator’s behavior to cause a reasonable person fear,” we 
recommend adding this subjective criterion to the defini- 
tion of cyberstalking. Likewise, somewhat jokey terms like 
“Facebook Stalking”—that is, gathering information about 
people or keeping track of someone’s Facebook profile**— 


40% 


50% 60% 70% 80% 90% 


should be omitted, as they trivialize the seriousness of cyber- 
stalking. To name less severe methods of online pursuit, al- 
ternative terms have been proposed, for example “cyber 
obsessional pursuit (COP)? or “online obsessive relational 
intrusion.”** 

Significantly more women (80.5%) than men in the current 
study had been victimized by cyberstalking, while among the 
perpetrators, men significantly predominate. This finding is 
in line with population-based studies on stalking.'7'° How- 
ever, the percentage of female perpetrators is somewhat 
greater than that in studies of offline stalking: 28% of the 
victims reported a female cyberstalker, while the percentage 
of female perpetrators in population-based studies was no- 
ticeably lower.!™!6 It seems that the opportunity to avoid 
direct perpetrator—victim interaction in online environments 
may tempt more women to engage in cyberstalking, which is 
in line with the finding that more women than men use in- 
direct stalking behaviors.** 

Comparable to offline stalking, the majority of cyber- 
stalking victims are acquainted with the perpetrator. In 
almost 35% of cases, cyberstalking involves the so-called ex- 
partner stalking, and in an almost even percentage of cases, 
cyberstalking occurs in other offline social relationships. The 
current study cannot support the assumption of Hoffmann 
(2006) and Pathé (2002)*° that the cyberstalker develops 
his/her obsession for an unknown individual in a chatroom 
and then later might extend his/her pursuit behaviors to 
other channels. Also the victims’ report of the assumed mo- 
tivation of the perpetrator shows obvious parallels to the 
motives for (offline) stalking.” Our results support, in line 
with other studies, the notion that cyberstalking rather 
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represents an adjunct or a variant of stalking than a distinct 
phenomenon.*”” 

The self-rated mental well-being of cyberstalking victims was 
significantly worse than that of non-victims, which confirmed 
our hypothesis. The mean WHO-5 score of the cyberstalking 
victims was similar to the mean score of stalking victims in the 
German population-based study.” Comparable to Sheridan 
and Grant (2007),? we found no differences between victims of 
“pure” cyberstalking and victims who were additionally har- 
assed offline. Thus, there is evidence that the negative conse- 
quences of “pure” cyberstalking are similar to those of stalking 
cases, which exclusively or additionally involve offline harass- 
ment. Moreover, we found neither gender differences in the 
WHO-S5 score nor did the negative effect of cyberstalking on the 
victims’ well-being differ between males and females. This re- 
sult seems contrary to findings that women suffer greater health 
consequences from stalking than men.”°*” One explanation for 
divergent results may be the fear criterion that was required for 
cyberstalking victimization in our study: Victims’ fear levels 
were shown as the best predictor of physical and psychological 
health consequences, mediating the relationship between vic- 
tim gender and the consequences of stalking.** 


Limitations and strengths 


The study participants could not be randomly selected. 
Therefore, the sample cannot be regarded as being repre- 
sentative of the total population. However, our sample cor- 
responds to the total population of the networking site 
StudiVZ with respect to age and gender, indicating repre- 
sentativeness at least regarding basic sociodemographic data. 
Since the motivation to participate in the study is unknown, a 
certain overestimate of the determined prevalence rates must 
be assumed. However, this bias must also be assumed for 
population-based studies. 115 

Even if negative health consequences of stalking victimiza- 
tion can no longer be doubted,” it should be pointed out 
that, due to the study design, only correlative statements can be 
derived. Contrary to a poor mental health status as a result of 
cyberstalking victimization, a reverse relationship might also 
be possible. One study indicates that an existing mental dis- 
order may pose a risk factor for becoming a stalking victim.” 

With almost 6,400 participants, the current study is the 
largest on cyberstalking carried out to date. Furthermore, 
about half of the sample comprised non-students. As most of 
the existing cyberstalking studies rely on convenience samples, 
have small sample sizes, and/or exclusively investigate college 
samples,**”"" this study offers a broader empirical data basis 
to shed light on cyberstalking and its impact upon victims. 
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